POSITION SUMMARY

Under the general supervision of the Department of Children and Enterprise Section Manager of the Bureau of Information Services (BITS), this position serves as the Information Security Officer (CISO) for DCF and is responsible for overseeing and supervising members of the DCF Enterprise Security team. This team advises agency personnel in IT Security issues, develops security policies and procedures for CIO and Executive Management approval, participates in the agency’s IT Strategic Planning process and is responsible for ensuring DCF IT initiatives and general operations not only conform to security policies and standards, but also adapt to evolving cybersecurity threats.

The incumbent must manage and direct the efforts of state employees and consultants, oversee cost estimates and proposed project budgets, oversee technical activities and plans that address the business needs of the department, and provide task oriented leadership to ensure an optimal service delivery to the agency and its partners. This position must have established knowledge and skills in the following areas: Supervision, personnel issues, project management techniques, advanced network and system security development, analytical methods and theories, and an understanding of the relationships between state agency functions, procedures and systems. This position provides leadership and training to bureau security officers, Infrastructure, Service Desk, Desktop Support, Data and Application Development staff.

The incumbent will participate in delivery of both tactical and strategic information technology plans, as well as developing and overseeing long range and short range plans for the Enterprise Section and Security unit. This position frequently serves on inter-agency and agency committees and task forces.

The incumbent supervises the activities of staff responsible for the critical mission of the agency and has widespread impact throughout the agency, government and private sector.

15.	DESCRIBE THE GOALS AND WORKER ACTIVITIES OF THIS POSITION
TIME	%	GOALS AND WORKER ACTIVITIES


35%	A.	Manage Security unit staff activities in support of the department’s IT and cybersecurity initiatives across division/project lines. 

		A1.	Advise agency personnel in IT Security issues, develop policies and procedures, and ensure DCF IT initiatives and operations conform to security policies and standards.
		A2.	Maintain knowledge of agency, customer and partner corporate strategies and changing business needs in order to assist in the development of tactical and strategic security plans supporting both short term and long term needs of the agency.
		A3.	Assist in the preparation of both short and long range plans for the assigned areas of responsibility including alternative solutions and final recommendations that are cost effective, technically aligned with agency IT architectures, and that meet customer needs. 
		A4.	Develop security and email policies and procedures for CIO and Executive Management approval.
		A5.	Provide consultation to DCF technologists, IT project managers, program managers, and staff in the planning, implementation and interpretation of security and email policy and procedures.
		A6.	Participate in BITS budget planning, including charge back/rate setting and expenditure monitoring activities as required.
		A7.	Assist in the development of complex, integrated network, data and application security systems and project proposals in partnership with project sponsors and business unit staff. Make recommendations for cost effective business solutions in accordance with approved Agency IT Plan, Bureau Business Plan, and Project Management policies and procedures. This includes development of business cases, cost and feasibility studies, solutions, alternatives and recommendations, detailed business and technical requirements development, and preliminary project and operational budgets.
		A8.	Direct staff in the development of and execution of detailed security projects and audits, resource, communication and risk management plans. Assist in developing, managing and maintaining project budget(s). Administer work plans and schedules, make assignments, monitor progress/cost effectiveness and take corrective action as necessary.
		A9.	Work with BITS Portfolio Management Services to assure all active and proposed projects are resourced and managed according to standards. 
		A10.	Participate in Data Governance.  Review Data Sharing Agreements (DSA), Memorandums of Understanding (MOU), and Contracts to include necessary security requirements to maintain the confidentiality of DCF Data and Information and maintain regulatory compliance.

	
35% 	B.	Manage Security unit staff daily activities to ensure DCF’s technical expertise and system security.
		B1.	Provide guidance and oversight to assigned staff to ensure excellent IT security and service to the Department, its customers and partners.  
		B2.	Assist in developing and administering SLA’s (Service Level Agreements) for delivery of services throughout the organization.   
		B3.	Assist in the development of agency, bureau and section policies and procedures associated with security services, reviewing and updating as required.  		
		B4.	Develop, gather, analyze and report performance and customer satisfaction measures.  Take actions to address identified concerns or to escalate matters as required.
		B5.	Set, measure, monitor and take corrective actions toward achieving defined and expected operational and strategic business goals.
		B6.	Identify, design, implement and monitor process improvement efforts for assigned staff and technical functions which are assigned for supervision.
		B7.	Represent the agency at professional associations, advisory councils and agency and interdivisional management teams, and inter-departmental and partner work groups.  
			
15%	C.	Supervise and assist in the recruitment of IT staff to ensure efficiency and quality of security work, compliance with the state merit system, bargaining unit contract requirements, and departmental policies.

		C1.	Create and implement workforce plans, identifying DCF and industry standard security knowledge, skills and abilities requirements and identifying and implementing succession strategies.  
		C2.	Develop and maintain a current skills inventory for IS staff.  
		C3.	Utilize classroom, seminar/conference, on-the-job, computer based training and mentoring learning to meet staff and DCF security and privacy training needs.
		C4.	Research training classes and/or vendors to address IS staff skill development.  Coordinate training scheduling with bureau training support staff.		
		C5.	Develop performance standards and goals to maximize productivity, conduct periodic performance evaluations and recommend training to meet performance standards and career development goals.
		C6.	Maintain channels of communication with all staff to ensure that employees are informed of organizational (agency, division, bureau, section and project) objectives, activities, and plans and encourage input from all employees regarding organizational policies and procedures.

10%	D.	General Management.

		D1.	Conduct research; prepare reports, memoranda, and other documentation relating to issues driving cybersecurity programs and services.
		D2.	Provide technical advice to the agency’s leadership and information technical governance team(s) as it relates to securing DCF’s networks, platforms, data and systems. 
		D3.	Perform special Bureau/Department project assignments.
		D4.	Perform all assigned duties in a timely and professional manner.
		D5.	Support the department’s Affirmative Action Policy.

05%	E.	Professional Development

		E1.	Interact with other staff and clients in a professional manner to maintain a positive working environment.
		E2.	Keep current with changing security technology through reading trade publications, attending training, conventions and seminars.
		E3.	Participate in personal development and training programs to maintain a high level of knowledge related to information technology, cybersecurity, and departmental information technology/security needs.

KNOWLEDGE, SKILLS AND ABILITIES

Knowledge, Skills and Abilities

· Knowledge of management authority, supervisory skills, contract administration, employee performance, merit/compensation, disciplinary process, affirmative action/equal opportunity employment, position classification.
· Managerial skills and abilities (e.g., interpersonal skills, performance measurement, making data-driven decisions, training).
· Leadership skills and abilities (e.g., leading change, strategic planning).
· Ability to manage staff and their respective work assignments.
· Ability to develop and maintain effective working relationships with staff in other divisions/ departments, vendors and a wide variety of customers.
· Advanced knowledge of applying regulatory frameworks to IT and Business solutions.
· Knowledge of Information Security tools and their application to secure and monitor IT solutions and processes.
· Advanced knowledge of information technology mainframe and web application (.Net) development.
· Advanced knowledge of application integration techniques.
· Working knowledge of database design and administration
· Knowledge of department strategies such as leveraging information technology and process improvement.
· Business process improvement/re-engineering techniques.
· Knowledge of research techniques and resources.
· Effective collection and use of data.
· Knowledge and skill related to training (identifying needs, developing and presenting).
· Effective oral and written communication skills.
· Financial skills (e.g., budgeting, working with spreadsheets).
· Advanced knowledge and experience in Project Management.
· Knowledge and experience in completing technical plans and projects at multiple levels.
· Experience in managing large and complex application development projects.
· Ability to understand emerging technologies and evaluate application of emerging technologies to business needs.
· Ability to understand the technical design of applications under development and provide technical project management.
· Knowledge of methods and techniques of systems analysis and design.
· Knowledge of application development documentation procedures.
· Knowledge and practice in the discipline in application development and familiarity with various computer programming languages and design techniques.
· Knowledge of multi-platform system development (full life cycle development).
· Knowledge of State budget and procurement policies.


