DEPARTMENT OF CHILDREN AND FAMILIES
Division of Family and Economic Security

WWP APPLICATION – USER SETUP FORM

Personal information you provide may be used for secondary purposes (Privacy Law, s. 15.04(1)(m), Wisconsin Statutes).

All users and authorizing staff members are legally responsible for protecting the confidentiality of protected information.

Instructions for completing this form can be found on page 3. If you fail to provide required information, your request will be denied. Send all requests to your supervisor. Supervisors send all requests to your authorized security officer, who should email the completed form to DCFServiceDesk@wisconsin.gov.

WAMS ID: This is the same ID used to log into CWW. New staff without a WAMS ID should create one at https://on.wisconsin.gov/WAMS/home. You must use a work email and contact information.

WAMS UAT ID: State staff use this ID to access the User Acceptance Testing Environment (UAT). State staff without a WAMS UAT ID should create one at https://uaon.wisconsin.gov/WAMS/SelfRegController.

CARES MAINFRAME ID: The ID used for the Wisconsin Works (W-2), Emergency Assistance (EA), Transitional Jobs (TJ), Transform Milwaukee Jobs (TMJ), and/or Children First (CF) program. New staff without a CARES mainframe ID should request one using the CARES AUTOMATED SYSTEM ACCESS REQUEST (DHS Form F-00476). Do not request this ID for the FCDP program. 

	Last Name
[bookmark: Text1][bookmark: _GoBack]                                 
	First Name                                                                                                                 
	Middle Initial 
 
	Email*
     

	Work Telephone Number
     
	WAMS ID
     
	UAT WAMS ID
     
	Primary CARES Mainframe ID
     

	Agency/Contractor
Choose one
	Environments Requested
☐ Production     ☐ Training     ☐ User Acceptance Testing

	*Must be a work email address that is associated with the WAMS account.

	REQUESTED ACTION

	☐ NEW 
☐ EDIT – If you are editing an existing user, check this box and complete this form. You must complete all sections.
☐ DELETE – If you are removing a user, nothing below this section is necessary.

	USER ASSIGNMENT

	Work Program Staff Role Assignment (Choose one per program)
Choose one

Choose one
	State Staff Role Assignment
Choose one



WWP is an information system owned by the State of Wisconsin – Department of Children and Families and is the property of the State of Wisconsin Government. It is for authorized use only. Unauthorized access, use, misuse, modification, or disclosure of this information system or data constitutes a violation of Title 18, United States Code, Section 1030, Wisconsin Statues s. 49.83 and s. 943.70 and DCF Policy and may subject the individual to administrative disciplinary action and criminal and civil penalties. 





WWP TERMS OF USE FOR USER SECURITY ACCESS
Read carefully before signing this Terms of Use for User Security Access
Personal information you provide may be used for secondary purposes (Privacy Law, s. 15.04(1)(m), Wisconsin Statutes).
I recognize and understand that:
1. I have a legal and ethical responsibility to protect the confidentiality and security of all protected data and information to which I have access through a DCF system(s). Confidential data includes, but is not limited to, financial information, personally identifiable information (PII), and protected health information (PHI). 
2. Data and its information content are a DCF asset, which is required to be safeguarded in accordance with all policy, laws, acts, and guidance.
3. DCF requires that (a) all usernames/passwords related to the legitimate access to data are personal to the operator authorized to access data and must be kept CONFIDENTIAL; (b) permitting another to use such username/password to gain access to data is expressly prohibited, and (c) an operator should never leave a workstation unattended without first terminating or locking their session.
4. A breach of policy, law, act or guidance constitutes a security violation and may subject the operator to disciplinary action when circumstances warrant it. Any operator who knows of actual or attempted violations must notify his or her supervisor and security officer immediately.
5. I will not in any way access, use, divulge, copy, release, sell, loan, review, alter, or destroy any confidential data except as properly and clearly authorized within the scope of my job and all applicable policies and laws. I will not re-disclose any information I have accessed unless needed to complete my authorized task and as allowed by law.
6. I acknowledge the receipt of my IDs and passwords. I understand that passwords are the equivalent of my signature and that I am responsible for their use.
7. I understand that my actions in a DCF system(s) may be intercepted, monitored, recorded, copied, audited, or inspected by and disclosed to authorized personnel. I understand that any improper use or unauthorized access of a DCF system(s) may result in administrative disciplinary action and civil and criminal penalties.
8. It is my responsibility to inform my supervisor and security officer, in writing, when I am leaving employment. When my employment ends, I will no longer access confidential data and will not take any confidential data with me.
9. By signing this form and using a DCF system(s), I consent to these terms and conditions.
10. I indicate that I am the person named and that I adopt my legal signature on this document.

REMEMBER – PASSWORDS ARE NOT TO BE SHARED WITH ANYONE. DO NOT WRITE THEM DOWN OR POST THEM ANYWHERE.
	User Information

	Name
     
	SIGNATURE

	Date Signed
[bookmark: Text2]     

	Supervisor Information

	Name
     
	Telephone
     

	Email:       

	SIGNATURE

	Date Signed
     

	Tribal/Agency Security Officer Information

	Name
     
	Telephone
     

	Email:       

	SIGNATURE

	Date Signed
     

	DCF Security Officer Information

	Name
     
	Telephone
     

	Email:       

	SIGNATURE

	Date Signed
     


	


Form Instructions
· All fields must be completed.
· All users who require new or modified access to WWP MUST complete and submit this form.
· User Signature, Supervisor Signature, and Information Security Officer Signature MUST be present to request access.
· All users MUST request access based on a business need to access information to perform assigned work activities, and with a least privilege to accomplish those activities.
· All users MUST acknowledge and sign the Terms of Use for User Security Access form, and this form MUST accompany this Application Form.

ALL authorized forms are to be submitted to the DCF Service Desk at DCFServiceDesk@wisconsin.gov.
Supervisor responsibilities:
· Make sure all fields are completed fully and accurately to designate appropriate access based on User’s position/role, and limit access to information needed for work tasks ONLY. 
· Make sure the User reads and understands the WWP Terms of Use for Security Access and signs the acknowledgement form.
· Authorize User access via signature.
· Submit form to your Agency Security Officer. NOTE: Agency Security Officers must submit the form to DCF Service Desk for any non-DCF user.
· Notify the DCF Service Desk of any user change in employment status or role where modification of Update, Add, Remove or Inactivate status of User account(s) is required.
Tribal/Agency Security Officer responsibilities:
· Verify all information is complete and valid. 
· Authorize access via signature.
· Submit form to DCF Service Desk for processing.
· Notify the DCF Service Desk of User’s change in employment status or role where modification of Update, Add, Remove or Inactivate status of User account(s) is required.
· Monitor User access to assure compliance with security standards and rules per User Security Acknowledgement, Data Sharing Agreement(s), agency policy, Wisconsin Statutes and/or Federal law as applicable.
· Notify the DCF Security Desk (DCFSecurity@wisconsin.gov) immediately in the event of a security violation.
DCF Security is ultimately responsible for the authorization of all requests. Once authorized:
· Update, Add, Remove or Inactivate User account status and access as appropriate.
· Form is signed by the DCF Security Officer. Form must be stored per Records Disposal Authorization (RDA). The form remains on file until seven (7) years after the date the User account is in Inactivate status.
· Notify the form signatories of any status changes as appropriate. 
· If the access request is denied, notify the form signatories as appropriate.
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