Entra MFA Login to DCF VDI with Yubikey

Connect to your VDI
1. Open the Omnissa Horizon Client. %
2. If you have a DCF laptop or desktop, double-click the DCF VDI icon on your desktop:
Go to Step 4 DCF VDI

3. If you do not have a DCF laptop or desktop, double-click the Horizon icon on your
desktop:

a. Double-click the dcfvdi.wisconsin.gov tile. @ Omissa Horizon Client - O
If you do not see this, click on the “Add + AddServer  (9) Settings
Server” button and type in
dcfvdi.wisconsin.gov. Then double click the
cloud icon.

dcfvdi.wisconsin.gov

4. A web browser window will open, presenting an Entra login page.
Enter your DCF email address and click Next.
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Sign in

Can't access your account?

Do not use the “Forgot My Password” link above.
To reset your password or unlock your account,
please use EIAM Self-Service or contact your
Agency Help Desk.

Warning! This system contains State and U.S.
Government information and all equipment, systems,
services, and software connected to this system are
intended only for official business use. By accessing
and using this system, you are consenting to
monitoring, recording, and auditing for law
enfarcement and other purposes. Unauthorized or
improper use, or access to, this system is prohibited
and may subject you to state and federal criminal
and civil prosecution and penalties. At any time, the
government may intercept, search, and seize any
communication or data transiting or stored on this
information system.




5. Enter your password and click Sign In.

6. Authenticate with your Yubikey
Click Face, fingerprint, PIN or Security Key

7. Choose Security key and click next

8. Enter the Yubikey PIN you set up when you received your Yubikey
click OK
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Enter password

Forgot my password

Do not use the “Forgot My Password” link above.
To reset your password or unlock your account,
please use EIAM Self-Service or contact your
Agency Help Desk.

Warning! This system contains State and U.S.
Government information and all equipment, systems,
services, and software connected to this system are
intended only for official business use. By accessing
and using this system, you are consenting to
monitoring, recording, and auditing for law
enforcement and other purposes. Unauthorized or
improper use, or access to, this system is prohibited
and may subject you to state and federal criminal
and civil prosecution and penalties. At any time, the
government may intercept, search, and seize any
communication or data transiting or stored on this
information system.
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Verify your identity

:? Face, fingerprint, PIN or security key

More information

Are your verification methods current? Check at
hitps://aka.ms/mfasetup

Cancel

W Windows Security
Sign in with your passkey

To sign in to *login.microsoft.com”, choose a device with a saved
passkey.

Security key

More choices

iPhone, iPad, or Android device

| m Security key

Next Cancel

©  Windows Security x

Making sure it's you
Please sign in to “login.microsoft.com”.

This request comes from the app "msedge.exe” by “Microsoft
Corporation”.

@  Security Key PIN
W security Key PIN

“ Cancel




9. Touch your Yubikey —— x

Making sure it's you
Please sign in to “login.microsoft.com”.

This request comes from the app “msedge.exe” by "Microsoft
Corporation”

8

Touch your security key.

Cance!

10. At the Stay Signed In prompt, click No i wisconsy

Stay signed in?

Do this to reduce the number of times you are asked
to sign in

["] Don't show this again

o

11. Enter your ACCOUNTS username and password.
Click Login

https://dcfrdiwisconsin.gov

‘ ACCOUNTS

Cancel

12. The Horizon Client will open. Double click the tile for your VDI to launch it.
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If you have any questions or concerns with these instructions, please contact the DCF Service Desk:
& 608-264-6323

#=7 DCFServiceDesk@wisconsin.gov



mailto:dcfservicedesk@wisconsin.gov

