APPENDIX Z
DATA CONFIDENTIALITY AND SECURITY REQUIREMENTS
RESOURCE APPENDIX FOR DCF DATA: CHILD SUPPORT

DCF program data is regulated by a robust framework of state and federal laws and regulations.
This appendix serves as a resource list to assist county agencies in complying with these laws,
regulations and standards.

Federal Law and Standards

¢ Internal Revenue Service IRS Publication 1075 Tax Information Security Guidelines for
Federal, State and Local Agencies https://www.irs.gov/pub/irs-pdf/p1075.pdf

e Social Security Safeguarding SSA Provided Electronic Information
https://www.ssa.gov/dataexchange/security.html

e NIST Cybersecurity & Privacy https://www.nist.gov/cybersecurity-and-privacy

e NIST Special Publication 800-53r5 Security and Privacy Controls for
Information Systems and Organizations
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf

e NIST Al Risk Framework https://nvipubs.nist.gov/nistpubs/ai/NIST.AL.100-1.pdf

e Records maintained on individuals (codified Privacy Act of 1974)/ 5 USC 552a
https://www.law.cornell.edu/uscode/text/5/552a

e Federal Parent Locator Service/42 USC 653
https://www.law.cornell.edu/uscode/text/42/653

e Safeguarding and disclosure of confidential information/45 CFR 303.21
https://www.ecfr.gov/current/title-45/subtitle-B/chapter-lll/part-303/section-303.21

State Law
e 19.33, Wis. Stats. - Legal Custodians
19.35, Wis. Stats. - Access to Records; Fees
49.83, Wis. Stats. - Limits on Giving Information
767.57(1)(c), Wis. Stats. - Open Payment Records
767.853, Wis. Stats. - Confidentiality of Paternity Records
801.19, Wis. Stats. - Protected Information in Circuit Court Records
Chapter 909, Wis. Stats. - Evidence: Authentication & Identification
49.22(22) Wis. States- may not release information

Additional Wisconsin Resources

e Governmental Information Processing Association of Wisconsin (GIPAW) https://gipaw.org/

e WI DET cyber resources, including Cyber Response Teams in case of a breach
https://det.wi.gov/Pages/Security.aspx
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