DEPARTMENT OF CHILDREN AND FAMILIES
Division of Management Services

Application for DCF Data Sharing 

This application is the first step in the data sharing request process at the Wisconsin Department of Children and Families (DCF). Submission does not guarantee approval. All applications will be routed through DCF’s application review process, which includes vetting by the appropriate DCF data steward and other subject matter experts to determine whether or not the request: 
· Is consistent with the DCF vision and priorities (https://dcf.wisconsin.gov/about-us);
· Addresses questions of interest for DCF program areas;
· Has the potential to inform DCF of possible service improvements or child and family outcomes; and
· Meets statutory requirements for data sharing.    
DCF will also assess if the data is readily and consistently available. If the request is approved, a data sharing agreement with DCF may be required.
Personal information you provide may be used for secondary purposes [Privacy Law, s. 15.04(1)(m), Wisconsin Statutes].
Contact Information			  
	First and Last Name of Requestor
[bookmark: Text3]     
	Position/Title (if any)
[bookmark: Text1]                                      

	Primary Phone Number
     
	Email address
     

	Address (Street, City, State, Zip Code)
     

	Agency/Education/Business Affiliation

	Organization Name
     

	Organization Type (state government, local government, research, post-secondary education, individual, etc.)
     


Date Submitted:      
General Data Request Information
1. Explain why public data available on the DCF website cannot be used.
[bookmark: Text2]     
2. What is the purpose of the data request? (e.g. academic work, program evaluation, quality improvement initiative, etc.) 
     
3. Which of the following best describes the type of data that you are requesting?
|_| Aggregate data: counts of persons or families by categories (e.g. number of program participants by county, age group, and month).
|_| Individual data: specific data on persons or families (e.g. county, age group, and month of each program participant)
Project Information
4. Summarize the principal purpose of the project in clear and non-technical language. Include an explanation of how the project has the potential to inform program and service improvements at DCF and how it contributes to the vision and priorities of DCF that “all Wisconsin children and youth are safe and loved members of thriving families and communities” (https://dcf.wisconsin.gov/about-us). 
     
5. DCF data may only be used for purposes described in this application. Describe the project by providing a detailed plan, including:
a. Specific research questions or hypotheses to be tested and the study design (if applicable); 
b. Description of study groups (cases, controls, as appropriate), data collection methods, and analytic plan (attach additional sheets when necessary); and 
c. All expected products from this project (e.g. academic presentation, journal article, white paper, other output).
      
Detailed Data Information
6. Describe the data you are requesting in the narrative section below or in an attached file, including:
a. All variables or categories of data you are requesting;
b. Brief explanation as to how each variable will be used to address your specific research questions or hypotheses;
c. The months/years for which you are requesting data or desired project start date and projected end date; and
d. Preferred format you would like data elements provided.
     
7. Does the data requested include Personally Identifiable Information (PII) or Confidential Information? (see Appendix A: DCF Definitions)
|_| Yes
|_| No
If yes, explain why PII or Confidential Information is required for your project. 
     
8. Is the data request one-time or recurring?
|_| One-time request
|_| Recurring
If recurring, provide details:      
Access and Security Information
9. In addition to the Requestor named above, list the name and title (if any) of all other individuals who would have access to the data.  
     
10. If this request is approved, you will be required to follow all privacy and security requirements as listed in this application and outlined by DCF during the data sharing process. Describe how DCF data will be stored and maintained, including:
a. The security and storage protection mechanisms to be used in your project (see Appendix B: DCF Standard Data Protection Mechanisms); and
b. The mechanisms for: 
1. Ensuring the data will not be re-released, copied, or exposed to Artificial Intelligence; and
2. Allowing access to only the individuals named in this application.
     
Additional Information
11. Did you discuss this data request with any DCF employee prior to submission? 
|_| Yes
|_| No
If yes, provide name(s):       Note: This information does not impact approval. DCF may contact this person as part of the review process.
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Appendix A: DCF Definitions
“Artificial intelligence (AI)” means any IT system or part of an IT system able to perform specific tasks that normally require human intelligence. A complete listing of all such technologies or capabilities is not feasible or desirable, but at present includes capabilities such as visual perception, speech recognition, decision-making, creation of new content, documentation and/or data, and language translation. 
a. Machine learning —The term “machine learning” means an application of artificial intelligence that is characterized by providing systems the ability to automatically learn and improve on the basis of data or experience, without being explicitly programmed.
b. Artificial intelligence model —The term ‘‘artificial intelligence model’’ means a software component of an information system that implements artificial intelligence technology and uses computational, statistical, or machine-learning techniques to produce outputs from a defined set of inputs.
c. Artificial intelligence system —The term ‘‘artificial intelligence system’’ means any data system, software, hardware, application, tool, or utility that operates, in whole or in part, using artificial intelligence.
d. Automated decision system —The term ‘‘automated decision system’’ means any computational process derived from machine learning, statistical modeling, data analytics, or artificial intelligence that issues a simplified output, including a score, classification, or recommendation, to materially influence or replace human decision making.
“Confidential Information” means all tangible and intangible information and materials accessed or disclosed in connection with DCF, in any form or medium (and without regard to whether the information is owned by the source agency or by a third party), that satisfy at least one of the following criteria: 
a. Personally Identifiable Information (PII), as defined below;
b. Non-public information related to the source agency’s staff, customers, technology (including data bases, data processing and communications networking systems), schematics, specifications, and all information or materials derived there from or based thereon; 
c. Information designated as confidential in writing by the source agency;
d. Information prohibited from disclosure by federal law, including but not limited to the Family Educational Rights and Privacy Act (FERPA), 20 U.S.C. § 1232 & 34 CFR Part 99, and 42 CFR Part 2; and the Health Insurance Portability and Accountability Act (HIPAA), 45 C.F.R. Part 160 and part 164, Subparts A and E;
e. Information prohibited from disclosure by Wisconsin statute, including but not limited to Wis. Stats. §§ 48.396 (court and law enforcement records), 48.78 (agency records about an individual who is or was in its care or legal custody), 48.981(7) (child protective services reports and records), 49.83 (public benefits information), 51.30 (treatment records), 118.125 (pupil records), 146.82 (patient health records), 165.68 (Safe at Home address confidentiality program), 938.396 (juvenile court and law enforcement records), and 938.78 (agency records about an individual who is or was in its care or legal custody).
[bookmark: _Hlk59001885]“Personally Identifiable Information (PII)” means information that can be associated with a particular individual through one or more identifiers or other information or circumstances, including but not limited to the following elements, if the element is not publicly available information and is not encrypted, redacted, or altered in any manner that renders the element unreadable: 
a. The individual’s last name on its own or in combination with the individual’s first name or first initial;
b. The individual’s date of birth;
c. The individual's Social Security number;
d. The individual's driver's license number or state identification number;
e. The number of the individual's financial account, including a credit or debit card account number, or any security code, access code, or password that would permit access to the individual's financial account;
f. The individual's DNA profile; or
g. The individual's unique biometric data, including fingerprint, voice print, retina or iris image, or any other unique physical representation, and any other information protected by state or federal law.


Appendix B: DCF Standard Data Protection Mechanisms
If DCF (referred to as source agency) approves the data request by the requestor (referred to as recipient agency) and a Data Sharing Agreement is required, the following standard data protection mechanisms will include but not be limited to:
REQUIREMENTS TO RECEIVE INFORMATION
All requests by the recipient agency for information or access to information systems and data bases shall be coordinated through the DCF data steward(s) for the source agency. These personnel shall respond in a timely manner to requests for information or access to information systems and data bases.
If specific requests by the recipient agency for information are denied or only partially granted by the source agency, the source agency shall provide an explanation of the reasons for the denial or limitation.
The recipient agency agrees to make all staff with access to data and information under this agreement aware of the contents of the Data Sharing Agreement, state and federal confidentiality requirements, and the consequences of violating those confidentiality requirements.
The recipient agency agrees to store information received under the data sharing agreement in a secure manner in accordance with the most current revision of the National Institute of Standards and Technology (NIST) special publications 800-53 (Rev. 5) - Minimum Security Controls (Moderate-Impact Baseline), limiting access to information only to the staff identified in Appendix B.  For online access to information, the recipient agency agrees to implement internal controls to prevent unauthorized access to the information system or data as authorized by the Data Sharing Agreement.
The recipient agency agrees to permit authorized personnel of the source agency to make on-site inspections to ensure adherence to requirements of the Data Sharing Agreement.
CONFIDENTIALITY: SECURITY DUTIES AND OBLIGATIONS AND LEGAL DISCLOSURE REQUIREMENTS
The recipient agency agrees to comply with all applicable state and federal laws, regulations, administrative memos and handbooks pertaining to the confidentiality of DCF program area(s) information. The recipient agency is responsible for complying with all changes in confidentiality requirements that take place after the Data Sharing Agreement is in place. 
The recipient agency agrees to comply with the following measures to protect the confidentiality of any information provided under the Data Sharing Agreement and to protect such information against unauthorized access or disclosure, and specifically agrees that it will:
A. Only use information subject to this Data Sharing Agreement to the extent necessary to assist in the purposes in outlined in the Data Sharing Agreement and only disclose such information for the purposes defined in this Agreement;
B. Store all data, including access passwords or login information, in a place electronically and physically secure from access by unauthorized persons.  Data storage shall be in compliance with the National Institute of Standards and Technology (NIST) special publications 800-53 (currently Rev. 5) - Minimum Security Controls (Moderate-Impact Baseline), under its current revisions;
C. Only store any digital copies of the information received from DCF on [Recipient Agency Name] managed systems (including backup images or replicas), and shall not at any time utilize 3rd party, outside vendor, or cloud-based service providers for storage or transfer of information received from DCF;
D. Use the data only for purposes authorized by law and the Data Sharing Agreement; 
E. Prevent and prohibit DCF data or information from being accessed, used, processed, stored in, or analyzed by artificial intelligence (AI) systems unless approved in writing by DCF;
F. Not disclose data without prior written authorization from DCF;
G. Store and process the data in an electronic formation in a way that is secure from access by unauthorized persons;
H. Take precautions to ensure that only authorized staff have access to the computer systems in which the data is stored;
I. Make the data accessible only to those staff of the recipient agency who require the data in the official performance of the job duties and for the specific purposes stated in the Data Sharing agreement;
J. Instruct all staff with access to the data on the confidentiality requirement of the Data Sharing Agreement, and the sanctions for unauthorized disclosure of information;
K. Maintain a system sufficient to allow a complete and efficient audit of compliance within these safeguard provisions and the other requirements of the Data Sharing Agreement, including complete records of all use and disclosure and limitations on such use and disclosure, and allow random audits by DCF;
L. Apply requirements regarding confidentiality of information as set forth in applicable state statutes, administrative rules, employee handbooks, and policy manuals equally to information obtained pursuant to the Data Sharing Agreement;
M. Prohibit the storage or transport of the data by means of unprotected media, such as (but not limited to) unencrypted laptop computers, tablets, iPads, mobile phones, unencrypted flash drives, unencrypted CD-ROMs, floppy disks, or the equivalent of these items;
N. Ensure that staff with online access shall access information using only their personally assigned user IDs. Sharing of IDs is prohibited; and
O. Notify DCF as soon as practicable, but after no more than two businesses days if staff or former staff with on-line access leave employment or change job functions so that user IDs can be promptly deleted.
The obligations of confidentiality assumed by the recipient agency pursuant to the Data Sharing Agreement shall not apply to the extent that the recipient agency can demonstrate that such information:
A. Is part of the public domain without any breach of the Data Sharing Agreement by the recipient agency;
B. Is or becomes known on a non-confidential basis, through no wrongful act of the recipient agency;
C. Was known by the recipient agency prior to disclosure hereunder without any obligation to keep it confidential;
D. Was disclosed to the recipient agency by a third party which, to the best of the recipient agency’s knowledge, is not required to maintain its confidentiality;
E. Was independently developed by the recipient agency; or
F. Was the subject of a written agreement whereby DCF consents to the disclosure of such confidential information by the recipient agency on a non-confidential basis. 
If the recipient agency or any of its representatives shall be under a legal obligation, in any administrative, regulatory or judicial circumstance, to disclose any Confidential Information, the recipient agency shall give DCF prompt notice thereof (unless it has a legal obligation to the contrary) so that DCF may seek a protective order or other appropriate remedy. In the event that such protective order is not obtained, the recipient agency or its representative shall furnish only that portion of the information that is legally required and shall disclose the Confidential Information in a manner reasonably designed to preserve its confidential nature.
DESTRUCTION OF RECORDS AND DATA 
Unless authorized by DCF to retain data, the recipient agency shall destroy all records and data, regardless of format, no later than 60 days after the completion of the project or end of the Data Sharing agreement. Only reports that have been specifically approved for public release and that contain aggregate, and summary information may be retained by the recipient agency.
All data destruction activities will be verified to the source agency by the recipient agency via a signed, dated and witnessed report. A witness for this action is defined as a second responsible person other than the Senior Information Security Officer (SISO; e.g. CISO), or similar, position.
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